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AyTeHTHpHUKAIHS

Bbezonacuocts nnpopmanuu

['ocynapcTBeHHast
uH(OPMALMOHHAS CHCTEMa

Joctyn x nHpOpMauu
HocTtynHocTb

3aimuTa uHGOpMAIIH
OT HECAHKIIMOHUPOBAHHOTO
JocTyna

3amumaemas nHhopMaus

Nnentudukanys

WNudpopmannonnas cucrema

HNHdopmannoHHbIe pecypchl

HNupopmaninonubie
TE€XHOJIOTHH

Nudopmanus

KonTponupyemas 30Ha

KoupuneHnuansHOCTh

O6paboTka nepcoHaIbHBIX

TEPMHAHBI U OIIPEJAEJIEHUA

JlelicTBusT TO TpOBEpKE IMOJIMHHOCTH CYOBEKTa JOCTyHa
B UH(OPMALIMOHHON cUCTEME

CocrosiHME  3alIUINEHHOCTH  HWH(OpPMAIHH,
o0ecrieyeHbl €€  KOH()MIEHLMAIBHOCTb,
U 1IEJIOCTHOCTh

HNudopmannoHHas cuctema, co3jaBaeMasl B LeNAX pealu3aliu
MOJTHOMOYHU I roCy/1apCTBEHHBIX OpraHoB
u obOecrieueHuss oOMeHa MH(POPMAMEH MEXKIy OTUMHU
OpraHamMi, a TaKXe€ B HMHBIX YCTAHOBJICHHBIX (enepaabHbIMU
3aKOHaMM LeJIAX

Bo3MokHOCTB MoTydeHust HHQOPMAIMH U €€ NCIIOIb30BAHUS
CocrosiHue HMH(OpPMALUK, XapaKTepU3yeMOe CIIOCOOHOCTHIO
TEXHUYECKUX CpPEACTB U HH(MOPMAIMOHHBIX TEXHOJIOTUI
o0ecrnieunBaTh OECHPENATCTBEHHbI JOCTYn K HH(OpManuu
CyOBEKTOB, IMEIOIIMX HA ATO TOJTHOMOYHS

3ammra MHGOpPMAIMM, HAIpaBiICHHas Ha IpeloTBpalleHue
MOJIyUYEHHUSl 3alUIIAeMOll MH(pOpMAIMK 3aUHTEPECOBAHHBIMU
CyObEeKTaMU C HapyLICHHEM YCTaHOBJIEHHBIX HOPMAaTHBHBIMU
U TPaBOBBIMU JOKYMEHTaMH (aKTaMH) WM 00Ja1aTessiMu
uHbOpMallMK MpaB MM NPaBWI pa3rpaHUYEHUs JOCTyMa
K 3alMIaeMoi napopMauu

IIPU KOTOPOM
JOCTYIHOCTh

I/IH(i)OpMaI_II/IH, ABJIAOIIASACA npeaMEcTOM COOCTBEHHOCTHU
U nojuiexkamiasa 3amuTe B COOTBETCTBHH C Tp€6OBaHI/I$IMI/I
IIPpaBOBBIX HAOKYMCHTOB nin Tpe60BaHI/I$IMI/I,

yCTaHaBJIMBAEMBbIMU COOCTBEHHUKOM MH(POPMALIUN
[TpucBoeHune cyobekTaM U 00bEKTaM J0CTyINa UAeHTU(UKAaTOpa
u (W) CcpaBHEHHME MPEABIBIAEMOr0 HICHTH(PHUKATOpa
C MepeyHeM ITPUCBOCHHBIX UIEHTU(PHUKATOPOB

CoOBOKYNHOCTh cojiepralieiics B 6a3zax JaHHBIX MH(pOpMaluu
u obecreynBaOIMX  ee  00paboTKy  MH(OPMAIMOHHBIX
TEXHOJIOTUH U TEXHUYECKUX CPEJICTB

OTtnenbHbIE TOKYMEHTBI U OTJENIbHBIE MAacCHBBI JOKYMEHTOB,
JOKYMEHTBI W  MacCHBBI  JIOKYMEHTOB,  COJEp Kallnuecs
B MH(OPMALIMOHHBIX ~ CUCTeMax  (OmOnmmMoTekax, apxuBax,
¢donax, 6aHKaxX JaHHBIX, UHPOPMALIMOHHBIX CHCTEMAX APYTUX
BUJIOB)

[Tpoueccrl, Meroabl IMOMCKa, cOopa, XpaHeHHs, 00paboTKH,
NPEJOCTaBIICHUs, PACIPOCTPAHEHUSI MHPOPMALUU U CHOCOOBI
OCYIIIECTBJIEHUS TAKUX MPOLIECCOB U METO/I0B

Csenenus (cooOmieHus, JTaHHbBIE) HE3aBUCHUMO
oT (hOPMBI X TIPEICTABICHHUS
[IpoctpanctBo  (TeppuTOpHs, 3daHUE, YacTh  3JaHUS),

B KOTOPOM HCKJIFOYEHO HEKOHTPOJIMPYEMOEe MpeObIBaHHE JIHII,
HE HMEIOUIMX TOCTOSHHOIO WJIM  Pa3oBOro  JOIYCKa,
Y TIOCTOPOHHUX TPAHCIIOPTHBIX CPEJICTB

OO6s3aTenbHOE IS BBIIOJHEHUS JTUIIOM, MOJYYHBIIUM JTOCTYIT
K ompeneneHHod wnHpopManuu, TpeOOoBaHWE HE IepeaaBaTh
Takylo MH(OpPMAlMIO TpPEeThUM JHIAM 0e3  COrjiacus
ee o0agaress

JeiictBus (omepaiinu) ¢ MepCOHATBHBIMU JTaHHBIMH, BKIIIOUast
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TaHHBIX

Omneparop

HCpCOHaJ'IBHBIe JaHHBIC

VYrpo3a 6e30macHOCTH
uHpopManun

Vsa3BuUMOCTb

LlenoctHOCTH

cOop, cHCTEeMaTH3aluIo, HaKOIUICHHE, XpaHCHWE, YTOYHEHHE
(oOHOBIIEHUE, N3MEHEHHE), UCIOJIb30BAHNE, PACIIPOCTPAaHEHHE
(B TOM umcie rmepenavy), OOe3TWYMBaHHUE, OJIOKMPOBAHHUE,
VHHUYTOKECHUE TIEPCOHABHBIX JaHHBIX

TPOXIAHUH WM IOPUIUYECKOE JIMIO, OCYIIECTBIISIOIINE
JeSTeIBbHOCTh 10 JKCIUTyaTallul MH(POPMALMOHHOW CHCTEMBI,
B TOM uYHciae 1o 00paboTke HHGOPMAIMH, COACpKaIIehHcs
B ee 0a3ax JaHHBIX

JIrobast mHpoOpManus, OTHOCAIIASICS K TMPSMO WIH KOCBEHHO
OTIpeNIeIICHHOMY WJIH OTpeeIsieMOMy (PU3NYECKOMY JIUILY

COBOKYMHOCTh  yCIIOBUH U (aKkTOpOB,  CO3/AAIOIIUX
MOTEHIIUATBHYIO W peajibHO CYLIECTBYIOLYIO
OMACHOCTb, CBSI3aHHYIO c yTEeUKOi uH(bopMauu

W/WIIM HECAaHKLIIMOHUPOBAaHHBIMU W/WJIM  HEeTIpeIHaMEPEHHBIMU
BO3/ICHCTBUSMU Ha Hee

HenocraTok (cmabocTh) MIPOrPAMMHOTO
(mporpaMMHO-TEXHHUYECKOT0) CPeICTBA MM MHPOPMALMOHHOM
CHUCTEMBI B IIEJIOM, KOTOpBIA (KOTOpasi) MOXET OBITh
UCMOJNb30BaHA Ui pealu3aluu  yrpo3  0e30MacHOCTH
uH(popManuu

VYcroilunBocth  MH(pOpPMAMM K~ HECAHKLMOHUPOBAHHOMY
WIM CIy4ailHOMYy BO3IEHMCTBHMIO Ha Hee B Ipolecce o0paboTKu
TEXHUYECKMMU CpEACTBAMH, DPE3YJIbTaTOM KOTOPOTO MOMKET
OBbITh YHUUTOXKEHHUE U UCKAXKEHHE HH(POpMaLUU



1 OBIIME IMOJIOKEHUSA

Hacrosimas  [lomutuka T'ocymapcTBeHHOro  OrOKETHOrOo  001Ie00pa3oBaTeIbLHOTO
yapexaeHuss cpeaHss ooOmeoOpa3oBaTenbHas mmkona Ne 253 Ilpumopckoro paiiona CaHKT-
[lerepbypra umenu xkanutana 1-ro panra I[L.U. JlepxkaBuna (nmanee — Illkona) sBisiercs
JIOKYMEHTOM, OTpeeIAIOIUM HaIpaBlIEeHUS JesITeNbHOCTU
B o0Omactu obOecreueHuss HMHPOPMAIMOHHON  OE30MAaCHOCTH W TPEACTABISACT  COOOM
CUCTEMAaTHU3UPOBAHHOE H3JIOKEHHE 1IeJiel U 3a/1a4 HH()OpPMaIlMOHHON 0€30IaCHOCTH, KaK OJIHO WM
HECKOJIBKO TPaBWII, MPOIEIYP, MPAKTUYECKUX MPUEMOB U PYKOBOISAIIUX MPUHIIMIIOB, KOTOPHIMU
pykoBoactByercsi Illkona, a Takke OpraHM3allMOHHBIX, TEXHOJOTHYECKHX U TMPOIEAYPHBIX
ACTeKTOB oOecreueHus: MHPOPMAITMOHHON 0€30MMaCHOCTH.

[Tonoxkenus  Hactosmedt  Ilonmutukun He  pacmpocTpaHsioTcss Ha — obOecrieueHue
UH(POPMALIMOHHOM O€30MaCHOCTH CBEACHUH, COCTABIISIIOIINX FOCYJApCTBEHHYIO TaliHYy.

OcHoBHOH 3amadeii B oOjacTd wuHpOpManMOHHON Oe3omacHoct Illkona mpu3HaeT
COBEPILICHCTBOBAHME MEp M CpPEACTB OOECleYeHUs 3alUThl HH(pOpMAIuy HWHPOPMAIMOHHBIX
pecypcoB Illkonbl B KOHTEKCTE pa3BUTHs 3akoHonaTesnbcTBa Poccuiickoit denepauuu u HOPM
perynupoBaHus HWHGOPMAIIMOHHON JEATEIFHOCTH B TEKYIIMX YCIOBHAX (YHKIMOHHUPOBAHUS
MH(OPMALIMOHHOTO MOJIS.

[Tpu pazpaborke [ToTUTHKH yYUTHIBAIMCH OCHOBHBIC MPUHIUIBI CO3JJAaHHUS CHCTEM 3aIlUThHI
uH(pOpMallMK,  XapaKTePUCTUKA W  BO3MOXKHOCTH  OpPraHU3aIMOHHO-TEXHUYECKHX  MEp
¥ COBPEMEHHBIX MPOTPAMMHBIX H aIlllapaTHO-TIPOTPAMMHBIX CPEJICTB 3aIUTHI HH(pOpMAIIHH.

B pamkax cBoeit nestenbHocTH Lllkona o0s3yeTcs mpeAnpruHUMATh BCe BO3MOXHBIE MEPHI
JUTS 3alIMTHI HHPOPMANUU OT yrpo3 0e30macHOoCTH HH(POpMAITUH.

TpeboBanust wHGOPMAIMOHHON O€30MaCHOCTH, COOTBETCTBYIOT IEJIAM JAESITEIbHOCTU
Ikoubl ¥ peAHa3HAYEHBI ISl CHIYKEHHS PUCKOB, CBS3aHHBIX C pealu3alyeid yrpo3 6e30macHoCTr
uHpopmanuu.

[TomuTrka noctynmHa BceM padoTHUKaM LLIKoJbI M BceM NOIb30BaTENsIM €T0 PECYPCOB.

2 IEJH U 3AJJAYU OBECIIEYEHUSI HTHOOPMAIIMOHHOM BE3OITACHOCTHU

Cy0bexTbl HHPOPMALMOHHbIN OTHOLIEHHU I

CyObexTamu npu o0ecrieueHMH HHPOPMALMOHHOM 6e3omacHocTH B 1lIKkose sBstoTCS:

KaHJUAAThl 1715 IpueMa Ha paboTy;

pabOTHUKH (B TOM YHCIIE YBOJICHHBIE);

YJIEHbI CEMbU PaOOTHHUKOB;

oOyuJaromuecs;

poauTenu (3aKOHHBIE MTPEJACTABUTENH ) 00YUAIOIUXCS;

rpaxjaHe, padoTaromue o J0roBopam rpaxJIaHCKO-IIPaBOBOrO XapaKkTepa;

¢usnyeckue muIa, NPEICTaBUTENM KOHTPAreHTOB B paMKaxX MCIOJIHEHHSI JOTOBOPHBIX
00s13aTENLCTB;

busndeckue nuia, nojasiue odpamienue B aapec Lkomsr;

IOPUJIMYECKHE JIMIIA, B PAMKAX HCIIOJIHEHUs JIOTOBOPHBIX 00s3aTE€IbCTB MM BO HWCHOJIHEHUH
TpebOBaHMl CO CTOPOHBI 3aKOHOAATENbCTBA Poccuiickoit deaepanny;

OpraHbl rOCYJ1TapCTBEHHON BIIACTH.

O0bexThbl HHPOPMALMOHHBIX OTHOLICHHU I

Oo6bexTamu HH(OPMAITMOHHBIX OTHOIICHUN SBIISIFOTCA:

uH(popMannoHHsle pecypcsl LIkonsr;

rocyJapcTBEHHbIE ~ MH(pOpMalMOHHbIE  cuUcTeMbl — OmepatopoM  KOTOPBIX  SIBJSIETCS
[Ixouna;

nporieccel  00pabotku  uHpopMarmuu B uH(pOpManmuoHHBIX  cuctemax ko,
MH(OPMALIMOHHBIE TEXHOJIOTUH, pEerJIaMeHThl U MpoueAaypsl cbopa, 00pabOTKH, XpaHEHUs
U miepeadu nHhopMaIuu;

nHpopmanmoHHass HWH(QpacTPyKTypa, BKIOYAIONIAs CHCTEMBbI OOpabOTKH, XpaHEHHUs
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U aHaju3a UH(OPMAIUK, IPOrPAMMHBIE U IIPOTrPAMMHO-ANIAPAaTHbIE CPEJCTBA, B TOM YHCIIE KaHAIIbI
CBSI3U U TEIEKOMMYHHKAIIUH;

CHCTEMBI M CPEICTBA 3aIUThl HHPOPMALMU, OOBEKTHI U MOMEIIEHHs], B KOTOPBIX Pa3MeLCHbI
cpeacTBa 00paboTKU HHPOPMALIUH.

Hesn ob6ecnieyeHus1 HHPOPMALMOHHOK 0€30MTACHOCTH

OcHoBHOM 1enbl0 oObecriedeHuss WHPOpPMAIMOHHON ©Oe3omacHocTu  [lIkonbr  sIBISIFOTCS
JeMCTBUS HAIpaBiIeHbl Ha JIOCTUXKEHHE 3aLIUThl CYObEKTOB HMH(MOPMALMOHHBIX OTHOLIEHHH OT
BO3MOXXHOTO HAHECEHHs] MM MaTepHalbHOro, (U3UYECKOTr0, MOPAIBHOTO WM HHOTO yiepoa,
IOCPEJICTBOM  CIy4aHOr0O  WIM  IPEJIHAMEPEeHHOro  BO3JEHCTBMA  Ha  MH(OpMALUIO,
B TOM YHCJIE!

o0ecrieueHus 0TKa30yCTOMYUBOIO (YHKIIMOHMPOBAHUS IPOTrPaMMHBIX
U anmnapaTHO-IIPOrpaMMHBIX cpelacTB LIkonbl 1 npeaocTaBisieMbIX CEPBUCOB;

COOJIIOJIEHHsI IPABOBOIO PEXHMMa HCIOJIb30BaHUS MAaCCHBOB U CpEACTB  00pabOTKH
uHpOpMaLnu;

IPEJOTBPALIEHNUs pealnu3aluud yrpo3 0e30macHOCTH HMH(OpMAlMM HpU  OCYLIECTBICHUU
nesrenbHOoCTH HIKOIBI.

3anauu odecnneyeHusi HHPOPMANUOHHOI 0€30MACHOCTH

HocTwkenue nenei odecrieyeHuss MHGOPMALTMOHHONW 0€30MacHOCTH U CBOMCTB MH(OpMaIuu
[komb! pemaeTcst caeayoIUMI 3aja4aMu:

3alUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTyNa K MHPOPMAILIMOHHBIM pecypcam;

pasrpaHuueHHs JOCTyIa MOJb30BaTelNeld K WHPOPMALMOHHBIM, allapaTHbIM, MTPOTPaMMHBIM
U UHBIM pecypcaM;

perucrpali M NEpUOAMYECKOTO KOHTPOJs JAEWCTBUH IOJb30BaTesneld mnpu o00paboTke
3anuIaeMoi nHdopMauy U NepUOJUUYECKUI KOHTPOJIb KOPPEKTHOCTU UX ACHCTBUIA;

KOHTpPOJISI LIEIOCTHOCTH CpE/Abl HCIOJHEHHS NIpOrpaMM M €€ BOCCTAaHOBJIEHHWE B Ciydae
HapyLICHHUS;

olecrieyeHUss ayTeHTHU()UKALMU U HMJIEGHTU(UKALMU  [0JIb30BaTENeH,  Y4acCTBYIOLIUX
B MH(OPMaLlMOHHOM OOMEHE;

o0ecrieueHus UCIIPaBHOCTH HIPUMEHSIEMBIX B UH(POPMALIMOHHBIX cucremMax
[IIkomBI CPEeCTB 3aLIUTHI HHPOPMALUY;

CBOEBPEMEHHOI'O BBISBJIEHHE HMCTOYHUKOB Yrpo3 0e30macHOCTH HWHQPOPMALUHU, NPUYUH
U YCIOBHMM, CHOCOOCTBYIOIIMX  HAHECEHUIO  yiiepba  3aMHTEPECOBAHHBIM  CYOBEKTaM
UH(POPMALIMOHHBIX OTHOIIEHUH;

CO3/1aHMEM CIIY’)KObl MOHUTOpPHHIA M pearupoBaHHsl Ha yrpo3bl 0e30macHOCTH MHGpOpMaun
Y HETaTHUBHBIE MTOCTIE/ICTBUS,

CO3JIaHUEM YCIIOBHMH JUIsi MUHUMHU3AI[MM HAHOCUMOTO yIliepOa HelmpaBOMEPHBIMH JIeHCTBUAMH,
U YCTpaHEeHHe MOCIeCTBUI HapyleHus nHpopMalMoHHo# Oe3omacHocty B [1Ikore.

Pemenue BoimenepeuncieHHbIx 3aaa4 B l1Ikose ocyliecTBiaseTcst MOCpeICTBOM:

yuyeTa Bcex MOAJIeKaIINX 3aluTe HHPOPMAIIMOHHBIX PECYPCOB;

periaMeHTaluu MpoleccoB 00paboTKM HuHpOpManuu, aedcTBuil paboTHukoB IlIkousbl,
OCYIIECTBIISIONIUX AKCIUTyaTallli0 IPOrpaMMHBIX U IPOrpaMMHO-aINapPATHBIX CPEICTB, HA OCHOBE
YTBEP)KJICHHBIX OPraHU3aIMOHHO-PACIOPSAUTENBHBIX JOKYMEHTOB IO 3alIUTe HHPOPMALIUY,

Ha3HAa4YEeHUs U MMOATOTOBKON paOOTHUKOB, OTBETCTBEHHBIX 332 OPraHU3aLMIO0 U OCYIIECTBICHUE
MeponpUsITHIA o o0ecniedueHn o nHpopMamoHHoi 6ezonacHoctH B [lIkoue;

HaJIeJIeHUsl KaXJ0ro pabOTHMKAa MHUHUMAIbHO HEOOXOAMMBIMM TpaBamMH INpu pabote
B MH(OPMaLIMOHHON HHPPACTPYKTYPE COTTIACHO UX JIOJKHOCTHBIM 00S13aHHOCTSIM;

COOJTIOJIEHHS] BCEMH Pa0OTHUKAMHM, SKCILTyaTHPYIOIIUMH U 00CITY>KUBAIOLUMH TIPOTpaMMHBIE
U NporpaMMHO-almapaTtHble  CpelICcTBa, TPeOOBAHMN  OpPraHU3ALMOHHO-PACHIOPAIUTENBHBIX
JIOKYMEHTOB I10 BOIIpocaM obecnieueHus: HH()pOpMamoHHON 0€3011acHOCTH;

MEPCOHAIBHON OTBETCTBEHHOCTHIO Ka)J0r0 pabOTHUKA 3a CBOU JIEHCTBUS, Y4aCTBYIOIIETO
B paMKaxX CBOUX (DYHKIIMOHAJIBHBIX OOS3aHHOCTEH B NpoOLECCax aBTOMATHU3UPOBAHHOM 00pabOTKH
uH(pOpPMaIlMU U UMEIOILEro JOCTYII K pecypcam HHPOPMAIIMOHHBIX CUCTEM;
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peanu3anueil TEXHOJOTHYECKUX MPOIECCOB 00pabOoTKM HWHOOpPMAIMU C MCIOJb30BAaHUEM
KOMIUIEKCOB ~ OPraHU3allMOHHO-TEXHUYECKUX Mep 3allluThl IPOTPAMMHOTO  OoOecreueHus,
POTPaMMHO-aNapaTHBIX CPEICTB;

OPUHITHS Mep MO0 o0ecreueHno (U3UYEeCKOH [EIOCTHOCTH IPOTrPAMMHO-AMITAPATHBIX
cpeAcTB WMH(GOPMAIMOHHBIX CHUCTEM M TMOAJIEpPKAaHHEM HEOO0XOAWMOrO YpPOBHS 3aIlUIIEHHOCTH
KOMITOHCHTOB;

UCIIOJIb30BaHUSI MTPOrPAMMHBIX U MPOrPAMMHO-AMIMAPATHBIX CPEACTB 3allUThl MH(OpMAIHU
oOpabareiBaecmMoM B 11Ikose u aIMUHUCTPATHBHOM MOAIEPKKON UX HCIIOJIb30BAHHS;

KOHTPOJISL ~ COOJIOZIGHUS  TOJIb30BATENsIMH ~ MH(MOPMAIIMOHHBIX ~ CHUCTEM  TpeOOBaHHU
1o 00ecreyeHNI0 NHPOPMAITMOHHOM 6€301TaCHOCTH;

npoBe/ieHus aHau3a 3()(HEKTUBHOCTU MIPUHATHIX Mep 3aIlUThl HHOOPMAIMH ¥ TIPUMEHIEMBIX
cpencTs 3amuTel nHGopMmaruu B [lkone;

pa3paboOTKM W peau3aliil MPEIUIOKCHUH 110 COBEPUICHCTBOBAHHMIO CHUCTEM 3allIHUTHhI
uHpopmanuu B lIkone.

3 NPUHIMUIIBI OBECIEYEHUS TH®OPMAIIMOHHOM BE3OITACHOCTHU

Ob6ecrieueHre HHPOPMAITMOHHON 0€30MACHOCTH, JOKHO OCYIIECTBISATHCS B COOTBETCTBUU
CO CJIeIYIOUIMMHI OCHOBHBIMU ITPUHIIUIIAMHU:

I[puHOMI 3aKOHHOCTH

[Tpu BBIOOpE MepoONpUATUN MO 3alIUTe HHPOPMAIMH, JOKHO COOII0IAThCs JeHCTBYIOIIEE
3akoHozaTenbcTBO Poccuiickoit denepanuu B chepe 3auThl HHGOpMaLIUU.

Bce paOoTHHKM AOKHBI UMETh MpEACTaBIeHHE 00 OTBETCTBEHHOCTH 3a MPABOHAPYIICHUS
B cdepe 3amutsl mHPOopMaruu. [IporpammHo-anmapaTHble cpencTBa, npumMeHsiemble B Llkorne,
JOJKHBl MMETh COOTBETCTBYIOIIME IHUIEH3WU, OPHUIMAIBLHO MPUOOpETaThcs y MpeacTaBUTENeH
Pa3pabOTYMKOB ATHX CPENICTB WITH SIBIISATHCS MHTEIUIEKTYaIbHOW COOCTBEHHOCTHIO LIIKOIEI.

IIpuHIMI CHCTEMHOCTH

[Tpu co3manumM CUCTEMBI 3aIIUTHI JOJDKHBI YUUTBHIBATHCS aKTyalbHBIE YTPO3bl O€30MIACHOCTH
uH(pOpMallii, BO3MOXKHbIE OOBEKTHI M HAMpaBJICHHS aTaKk HAa HEE CO CTOPOHBI HAPYIIUTENICH.
Cucrema 3amMThl JIOJKHA CTPOMTHCS C YYETOM HE TOJbKO M3BECTHBIX KaHAJIOB YTEUKU
UHpOpPMALMK, HO U C YYETOM BO3MOYKHOCTH MOSIBICHHS HOBBIX YSI3BUMOCTEH B MPOrpaMMHOM
o0ecreveHunu.

IpyuHIMI KOMIIEKCHOCTH

KommuiekcHoe uCnosib30BaHUE CPEACTB 3alllUThl MHPOPMAILMK MPEAINOIaraeT CorjJacoBaHHOE
IIPUMEHEHHNE NIPU NTOCTPOCHUH LIEJIOCTHON CHCTEMBI 3allUThI, IEPEKPHIBAOIIEN BCE CYIIECTBEHHbIE
yrpo3bl 0e30MacHOCTH WHGpOpMAIHMK. 3alluTa JA0HKHA CTPOUTHCS SIIEIOHUpPOBaHO. Dusnueckas
3alUTa JOJKHA 00ecneunBaThesl (PU3MUECKUMH CPECTBAMU M OpPraHU3allMOHHBIMH MEpaMHu.

[Tpu mocTpoeHny, BHEPEHNUN U SKCIUTyaTallud CUCTEMBI 3alIUThl HHPOPMALMK PYKOBOJICTBO
[Ikonbl obecrieunBaeT ycnoBHs s S(PGEKTUBHOM KOOpPAMHAIMM JIEHCTBMHA BceX JIMLL,
obecreunBaronux HHPOPMAIMOHHYIO O€30MTaCHOCTb.

IIpuHIMI CBOEBPEMEHHOCTH

Pa3pabotka cuctemsbl 3auUThl HHPOPMAIUU JOJKHA BECTUCH MapaieIbHO C pa3paboTKOI
U MHQOpPMAMOHHOW  cHCTEMBl. OTO TO3BOJMT y4yecTb TpeOoBaHUS  0€30MacCHOCTH
IpU MPOEKTUPOBAHUM APXUTEKTYphl M, B KOHEYHOM cueTe, co3aaTh Ooisiee 3(QeKTUBHBIE
UH(POPMALIMOHHBIE CUCTEMBI, 00JIaIAlONIUe TOCTATOYHBIM YPOBHEM 3aLIUILIEHHOCTH.

IIpuHIUN NpeeMCTBEHHOCTH

[TocTossHHOE COBEPIIEHCTBOBAHHWE MEp U CPEACTB 3alIUThl HMH(OPMAIMM HA OCHOBE
MIPEEMCTBEHHOCTH OpPraHU3allMOHHBIX W TEXHUYECKUX pEIIeHUH, KaJpOBOTO COCTaBa, aHaIn3a
(YHKIMOHUPOBAHUS MH(POPMALMOHHBIX CHCTEM U CHCTEMBl €€ 3allUThl C Y4eTOM H3MEHEHH
B MeETOJaxX M CpelacTBax IepexBara HHQOpPMAIMK, HOPMATHUBHBIX TpeOOBaHUN IO 3aliuTe
uHpOpMaLUH.

IIpyuHOMI 10CTATOYHOCTH



CooTBeTcTBHE YpOBHS 3aTpaT Ha obOecrieueHne MHGOPMAIIMOHHON 0€30MacHOCTH U IIEHHOCTH
MHPOPMALIMOHHBIX PECYypCOB Ha BEIMYMHY BO3MOXKHOTO ymepda OT UuX pasriameHus,
YHUYTOXXCHHUS M UCKakeHus. VIcmonp3yeMble MEphl U CPEeACTBa 3AIIUTHI HHPOPMAIMH HE JOJDKHBI
YXyJIaTh 3PrOHOMUYECKHE TIOKA3aTeI KOMIIOHEHTOB MH()OPMAITIOHHBIX CUCTEM.

IpuHIUT 0OTBETCTBEHHOCTH

BosnoxeHnne 0TBETCTBEHHOCTH 3a o0ecrieyeHne 0e30macHOoCTH HHpOopMaluu U ee 00paboTKu
Ha KaXAOT0 pabOTHHKA B Ipeesax ero IOJHOMOYHMHA. B COOTBETCTBMM € 3THM HPHUHIMIIOM
pacripeniesieHe TpaB U 00s3aHHOCTEH PaOOTHHUKOB CTPOMTCS TAaKUM 00pa3oM, YTOOBI B cCiydae
1r000T0 HapyIIeHHUs ObUT H3BECTCH HAPYLIUTEIb.

IpuHOMD 000CHOBAHHOCTH M TEXHHYECKOH peain3yeMocTH

NudopmannoHHbIe TEXHOIOTUH, IIPOTPAMMHBIE U IPOTPAMMHO-AIIIapaTHBIE CPEACTBA, MEPHI
3alUThl UH(GOPMAIMK JOJDKHBI OBITh pEaIM30BaHbI 110 COBPEMEHHBIM PEIICHHSIM, 0OOCHOBAHBI
C TOYKHU 3pEHUS JTOCTIKCHUS 3aJlaHHOTO YPOBHS 3alIMIIEHHOCTH MH()OpMANUU ¥ SKOHOMHUYECKON
1eN1eco00pa3sHOCTH, a TakXKe COOTBETCTBOBATH YCTAHOBICHHBIM HOpPMaM H©  TpeOOBAaHUSAM
1o 6e30macHOCTH HH(POPMAIIUH.

IpuHuun npogeccuonaanzma

Peanuszanuss mep 3amuThl MHGOpMAIMU M SKCIUTyaTalMs CPEACTB 3aIIMTHl WH(POPMAIHH
JIOJDKHA OCYHIECTBIATHCS MPO(ECCHOHATBHBIMU CIIEIUAINCTAMU.

[IpuBnedenue crienManu3upOBaHHBIX OpPraHU3alMi K pa3padOTKe CPEICTB M peanu3aluu Mep
3alUThl MHPOPMAIIUH, TTOATOTOBIEHHBIX K KOHKPETHOMY BHIY JEATEIBHOCTH MO 00ECIIEYCHHUIO
0e30macHOCTH WH(POPMAIIMOHHBIX PECYPCOB, UMEIOLINX OIBIT MPAKTHYECKOH pabOThl U JIMIIEH3UH
Ha MPaBO OKA3aHMS YCIYT B 9TOH O0JIACTH.

IpuHIMT MUHIMU3AIUU PUBUJIETHH M0JIB30BaTe €l

Obecneuenne NoIb30BATENCH MPUBIICTHSIMA MUHUMAIIBHO JIOCTATOYHBIMU ISl BHITIOJTHEHHUS
UMM CBOMX JOJDKHOCTHBIX 0oOsi3aHHOCTeH B [lIKoIIe.

4  OCHOBHBIE TPEBOBAHUS 110 3AIIUTE UHO®OPMALIUHN
OI'PAHUYEHHOTI'O JOCTYIIA

Cucrema 3ammThl MHOOPMAIMKM JOJDKHA TPEAYCMAaTPUBATh KOMIUIEKC OpraHU3allMOHHBIX,
IPOTPaMMHBIX U MPOTPaMMHO-ANIAPATHRIX CPEICTB U Mep IO 3amuTe WHbopMaluu B Ipolecce
ee 00paboTKH.

Beinonnenune TpeGoBaHU AOCTUraeTcs 3a CUET pealu3allMy Ha 00beKkTax MH(opMaTH3alHuU
Mep 1O 3aluTe HHPOPMAIIUH:

UCHTUPUKAIMY U ayTeHTU(DHUKALIMY CYyObEKTOB JIOCTYNA U O0BEKTOB JIOCTYTIA;

YIIPaBJICHUIO IOCTYIIOM CYOBEKTOB JJOCTYIA K 00BEKTaM JIOCTYTIA;

OTPaHUYEHUIO IPOTPAMMHOMN CPebl;

3alIUTe MAIIMHHBIX HOCUTENEH MepCOHATbHBIX TaHHBIX;

peructpanuu coObITHII 6€30MacHOCTH;

AQHTUBHMPYCHOM 3aIlNTE;

0OHapyKEHHIO BTOPKEHUIA;

KOHTPOJTIO (aHAIM3Y) 3alIUIIEHHOCTH IEPCOHAIBHBIX TAaHHBIX;

00€CIeYeHNIO LIEIOCTHOCTH HHPOPMALIMOHHONW CUCTEMBI U TIEPCOHANIBHBIX JIaHHBIX;

00€CTIeYeHHIO JJOCTYITHOCTH TEPCOHABHBIX JTAHHBIX;

3aIUTHI CpeJibl BUPTyaTU3aliH;

3alIATHl TEXHUYECKUX CPEJICTB;

3alUThl UHOOPMAIIMOHHON CUCTEMBI, €€ CPE/ICTB, CUCTEM CBS3H U Nepeayy JaHHbIX;

BBISIBIICHUIO MHITUICHTOB U pearnpoBaHie Ha HUX;

ylpaBleHUI0 KoH(purypauued HMHOOPMAIIMOHHOM CHCTEMBI M CHCTEMBl  3aIIUTHI
NIEPCOHATBHBIX JIAHHBIX.

[Ikouna, kak oOnagarens HHGOPMALIUK OTPAHUYEHHOTO JOCTYIA, MPU OCYIIECTBICHUH CBOMX
npaB o0s13aHa:

co0JII01aTh MpaBa U 3aKOHHbIE HHTEPECHI MHBIX JIUI;
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MPUHUMATh HE0OXOJUMbIE MEPHI MO 3aIUTe HHPOPMAIUH;

OTpaHUYMBATH JOCTYH K HMHQOpPMALMH, €CIM Takas oOOA3aHHOCTh YCTaHOBJIEHA
3aKoHoJiaTenbcTBOM Poccuiickont denepanum.

B Tom uncne Illkona, BpaBe €Ciu MHOE HE MPEAYCMOTPEHO 3aKOHOIATENIbCTBOM Poccuiickoit
denepanuu:

pasperiath Wik OrpaHHYUBaTh JOCTYI K MH(GOPMALIKH, OTIPEIENIATH HOPSI0K U YCIOBUS TaKOTO
JOCTYTIa;

UCIIOJIb30BaTh HH(OPMAINIO, B TOM YHCJIE PACIIPOCTPAHSITH €€, 10 CBOEMY YCMOTPEHHIO;

nepegaBaTh HMHQOpPMAIMIO JPYTMM JIMIAM Ha YCTAHOBJIEHHOM 3aKOHOJATEeIbCTBOM
Poccniickoit denepanuy OCHOBaHUY;

3allMIIATh YCTAaHOBJIICHHBIMH 3aKOHOJATeNbcTBOM Poccuiickoit denepannu crocodamu cBou
npaBa B Cllydyae HE3aKOHHOTO MOJY4YEeHHs HMH(OpMAIMM WM €€ HE3aKOHHOTO HCIIOIb30BaHUS
MHBIMU JINLIAMU;

OCYILECTBIISITh MHBIE JACUCTBHS ¢ HMH(OpManuend WiM pa3pemarbh OCYIIECTBICHHE TaKUX
NEHCTBUI, e€clii O3TU JEHCTBUSL HE MNpOTHBOpedar QeAepalbHbIM 3aKOHAM U JPYTUM
HOPMaTHUBHO-IIPaBOBbIM akTaM Pocculickoit @enepanuu.

3amuTta HWHQOpPMAIMM  OTPAHUYEHHOTO JIOCTyNa MpEeACTaBiseT co0oil  mpuHsATHE
OpraHU3alMOHHBIX U TEXHUYECKUX MEp, HAIIPAaBJIECHHBIX Ha:

coOnrofeHre KOHQUIACHIMATFHOCTH MHpOpMaK (UCKIIOYCHHE HEMPaBOMEPHOro JOCTYIIA,
KOTIIMPOBAHUS, PEIOCTABICHUS WM PACTIPOCTPAHEHUS HH(OPMAIIHHN );

obecrnevyeHne 1eI0CTHOCTH H(OpMaluu (UCKIII0UeHHE HEPABOMEPHOTO YHUUYTOKEHUS
WA MOJU(PHUIMPOBAaHUS HH(DOPMAIIH);

peanu3ainuio mpasa Ha JOCTYI K HHPOpMaIK (UCKIIOYEHHE HETPAaBOMEPHOTO OJIOKUPOBAHUS
uH(popManun).

CpeactBa 3amuThl UH()OPMALIUK BHEAPSIOTCS MO pPe3yabTaTaM MPOBEICHUS OICHKU PHUCKOB
MH(}OPMaLlMOHHON O€3011aCHOCTH.

Opranuzanus 3a1uThl HHGOpMaLUN

[lpu oprammzammu B Illkone 3ammThl WHGOPMALWHU, TOJDKHBI BBITOIHATHCS TPEOOBAHHS
OenepanbHoro 3akoHa oT 27.07.2006 Ne 149-®3 «O06 wundopmanmu, HHPOPMAIMOHHBIX
TEXHOJOTHSIX M O 3alure HHpOpMalMu», KOTOpbIE PETYJIUPYIOT OTHOIICHHUS, CBSI3aHHbIC
C YCTAHOBJICHHEM, U3MEHEHHMEM U MPEKPALICHUEM pexrMa 00paboTKH 3aluiaeMoil HHGopMaIuy.
B Tom uucne tpeboBaHMs 0 3amure MHGOPMAIMU, HE COCTABJISIONIEH IOCYylIapCTBEHHYIO TalHY,
coJiepxkalieiics B TOCYZapCTBEHHBIX HH(POPMALMOHHBIX CHCTEMaxX YTBEpXKJIEHHBIE MPHUKA30M
OCTOK Poccun ot 11.02.2013 Ne 17 «O06 yTBepkaeHUU TpeOOBaHMN O 3amuTe UH(pOpPMAaLNH,
HE  COCTAaBIIIOIIEN  TIOCYHApCTBEHHYHO  TaliHy, COJEpJXKallelcss B TOCYJapCTBEHHBIX
MH(OPMALIMOHHBIX CUCTEMAax» I TOCYJapCTBEHHbIX WH(GOPMAIMOHHBIX CHUCTEM IO KOTOPBIM
[IIkona sBigercs Oneparopom.

B IlIxosie, noMHMO peanu3aiyiyi OCHOBHBIX MEp 3aIUThl UH(POPMALIMK OCYIIIECTBIISETCS:

peryiasipHas  OIlEHKa M  yIpaBlieHMe pHUCKaMU  HMH(OPMAIMOHHONW  0€30MacHOCTH
B COOTBETCTBUU C YCTAaHOBJICHHBIMU IIPOLEAYPAMHU B 00JIACTH YIPABIICHUS PUCKAMU;

UH(POPMHUPOBAHUE, o0yueHue u MOBBILICHNE KBaJTM(HUKALUN pabOTHUKOB
[Ixosb! B chepe nHDOpMAITMOHHOM 0€3011aCHOCTH;

MeToAMYecKass MOMOIb pabOTHHUKaM B Bolpocax oOecrnedeHus HHPOPMALUOHHOM
0€30I1aCHOCTH;

aHaJIU3 ¥ MOMCK BO3MOXKHOCTEH 110 MOBBILICHNIO YPOBHS 3aIIMIIIEHHOCTH WH(POPMAIINH.

Jlns opranmzanuu 3amuTel uHGoOpMmanuu, lllkona BnpaBe mpUMEHSTH CpeACTBA MU METOMAbI
TEXHUYECKON 3allUThl, NPEAIPUHUMATh JpyTHe, HE NPOTUBOpPEYAIlME 3aKOHOAATEIbCTBY
Poccuiickoit dexnepaiuu, Mepsbl.

B pamkax oOecrieueHHs 3alUThl HHPOPMALIMH, B paMKaX TPYAOBBIX OTHOLIEHUH HEOOXOMMO
03HAKOMUTbH MOJI POCIHUCH PAOOTHHUKOB, JOCTYI KOTOPHIX K MH(GOPMAIIMU OTPaHUYEHHOTO JOCTYIIA,
HE00XO0/IUM JUISI BBITMOJIHEHUS] UMU CBOMX JIOJDKHOCTHBIX O0S3aHHOCTEH, ¢ mepeyHeM MHpopMalnuu
OTpaHUYEHHOT0 JI0CTYyNa, U NpUHATHIMU B [1Ikose Mepamu 3amuThl HHGOPMALIUH.
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Oco0eHHOCTH 321U THI EPCOHATBbHBIX JAHHBIX

[lpu opranmzaumum oOpabotku B Illkonme mepcoHaNBHBIX JAHHBIX  HEOOXOIUMO
PYKOBOJICTBOBaThCsl TpeOoBaHusiMu DenepanbHoro 3akoHa orT 27.07.2006 Ne 152-03
«O TepCOHATBHBIX JTaHHBIX).

[lepeuenr Mep, BbINOIHEHHE KOTOphIX obOecrneunBaeT Illkonma B kauyecTBe omepaTopa
NEPCOHATBHBIX JAHHBIX, JOJDKEH BKIIOYATh:

HazHayeHue B llIkose 0TBETCTBEHHOTrO 3a OPraHU3alNI0 00PaOOTKH MEPCOHATBHBIX JaHHBIX;

pa3paboTKy JOKYMEHTOB, OIPEICIIAIONINX MPaB/iia B OTHOIEHHH 00pabOTKU MEePCOHATBHBIX
nanHbix B [1Ikoue, TOKaabHBIX aKTOB IO BOMpocaM 00pabOTKU MEPCOHAIBHBIX JaHHbIX;

NPUMEHEHHE OPTraHU3AlMOHHBIX M TEXHHUUYECKMX Mep Mo olecrmeyeHnio 0e30macHOCTH
MEPCOHANILHBIX JTaHHBIX B COOTBETCTBHHM cO cratbeir 19 denmepanpHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHaIbHBIX TaHHBIXY,

BBITNIOJIHEHHE TPEOOBAHUM 110 COCTABY M COJEP>KAHUIO OPraHU3ALMOHHBIX U TEXHUYECKHX MEp
1o oOecredyeHuIo 0e30MacHOCTH MEePCOHANBHBIX JaHHBIX MPH MX 00paboTke B MH(POPMAIMOHHBIX
CHUCTEMax MEePCOHANBbHBIX JaHHBIX YTBepkAEHHBIX [Ipukazom OCTOK Poccum ot 18.02.2013 Ne 21
«O0 yTBepXKIEHHMH COCTaBa M COJACPKAHWUA OPTaHU3AIMOHHBIX W TEXHUYECKHUX Mep 110
obOecrieueHnI0 0e30MaCHOCTH TEePCOHANBHBIX JAHHBIX MPH UX 00paboTke B MH(POPMAIMOHHBIX
cUcTeMax NMEePCOHAIBHBIX JaHHBIXY,

OLICHKY Bpe€Ja, KOTOPBI MOXET ObITh NPUYMHEH CYOBEKTaM IEepPCOHANBHBIX JAaHHBIX
B cinydyae HapymeHus PenepanmbHoro 3axkoHa Ne 152-D3, cooTHOIIEHHE YKa3aHHOTO Bpena
U MPUHUMAEMbIX OMNEPaTOPOM Mep, HaNpaBIECHHBIX Ha OOECIeueHUE BBITIONHEHUS 005S3aHHOCTEH,
npenycMotpeHHbsix denepansabiM 3akoHOM Ne 152-D3;

o3HaKOMJIeHHE pPaOOTHUKOB IIIKOMBI, HEMOCPENCTBEHHO OCYIIECTBIAIOMIUX O0pabOTKY
MEPCOHAJIbHBIX  JAHHBIX, C I[IOJOXEHUSAMHU 3aKoHoAaTenbcTBa Poccuiickonn  Penepauuu
O TEPCOHAIbHBIX JAHHBIX, B TOM 4HCIE TpPeOOBAaHUSAMHU K 3allUTe MNEPCOHAIBHBIX JaHHBIX,
JOKYMEHTaMH, ompenensiomumu TpedoBanus 1Ikonsl B oTHOmEHNH 00pabOTKH MEPCOHATBHBIX
JTaHHBIX ¥ 00y4YeHHE, TPU HEOOXOIMMOCTH, YKa3aHHBIX PAOOTHHKOB.

O6ecneyenune 6€30MaCHOCTH MEPCOHATBHBIX JAHHBIX JOCTUTAETCS, B YACTHOCTHU:

ompeieieHueM  yrpo3 U HapymuTened  0e30MacHOCTH  MEPCOHANBHBIX  JIaHHBIX
pu UX 00paboTKe B MUHPOPMALIMOHHBIX CHCTEMaX IEPCOHAIbHBIX TaHHBIX;

ONpeNielIEeHUEM  YpOBHS  3AIUMIICHHOCTH IEPCOHANBHBIX JAaHHBIX B  COOTBETCTBHHU
¢ TpeboBanusmu [loctanosnenus [IpaBurenscrBa Poccuiickoit @eneparum ot 01.11.2012 Ne 1119
«O0 yTBepkIeHMM TpeOOBaHMH K 3alllUTe TMEPCOHANBHBIX JaHHBIX MpH HX 00paboTke
B MH(OPMAIIMOHHBIX CHCTEMAaX IMEPCOHABHBIX TAaHHBIX»;

OPUMEHEHHEM IMPOUIEIINX B YCTAHOBJICHHOM IMOPSAIKE MPOLEAYpPY OLEHKH COOTBETCTBHUS
CPEJCTB 3alUThl HH(OPMaLUK;

OILIEHKOM 2(PPEKTUBHOCTH MPUHUMAEMBIX MEp MO 3alIUTe MEPCOHATBHBIX JaHHBIX JO BBOJA
B DKCIUTyaTaIHio HH(HOPMAIIMOHHON CHCTEMBI TIEPCOHAIBHBIX JTAHHBIX

BOCCTAHOBJICHHEM IE€PCOHATBHBIX JAHHBIX, BCIEACTBHE MOIYYEHHS] HECAHKIIMOHUPOBAHHOTO
JIOCTYTIA K HUM;

YCTaHOBJCHHEM TMpaBWJI JOCTyMa K TEepCOHAIbHBIM  JIaHHBIM, 0OpabaThIBaeMbIM
B WH(MOPMAIMOHHBIX CHUCTEMaxX IEPCOHAIBHBIX JAaHHBIX, a TaKKe OOECIeUYeHHEM pPETHUCTPAINU
U y4yeTa BCeX JCMCTBUIA, COBEpIIIAEMbIX C IEPCOHATBHBIMU JaHHBIMHU B MH(POPMAIIMOHHBIX CUCTEMAaX
NIEPCOHATBHBIX JTaHHBIX;

KOHTPOJIEM 32 MPUHUMAEMBIMUA MEPaMH T10 3aIlUTe TEPCOHATBHBIX JaHHBIX U OMPEIEICHHOTO
YPOBHSI 3aIMIICHHOCTH WH(POPMAIMOHHBIX CHUCTEMaxX TIEPCOHAIBHBIX MHaHHBIX B IPOIECCe
ee IKCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHUA K ITPOLHECCAM OBECIIEYEHU A
NH®OPMAIIMOHHOHN BE3OIMMACHOCTH

MeTtoindeckoe pyKOBOJICTBO, pa3paboTKy pemIeHui o 3amuTe HHPOPMAIIH, COTITaCOBaHUE
BBIOOpA CPEICTB BBHIYMCIUTEIBHON TEXHUKH, IPOTPAMMHBIX U MPOTrPaMMHO-aNIapaTHBIX CPEICTB

9



3alUThl MH(GOpPMALMK, OPraHU3aluio padoT MO BBIABICHUIO BO3MOXKHOCTEH M MPEayNpeKACHUIO
YT€YKH M CBOWCTB 3allMIIaeMOl HMHPOPMALUHU, aTTeCTalHi0 OOBEKTOB HH(POPMATH3AINH
ocymuectsiseT LlenTp nunpopmaruzanuu odpazoBanus LIkosnsl.

dusnyeckas 0€30MaCHOCTh

[IpuHsATHIE OpraHM3allMOHHBIE M TEXHUYECKHE Mepbl 1Mo 3amure nomemieHuil Ilkosnsl,
CepBEPHOTO M KOMMYTAIMOHHOTO OOOpYyIOBaHWS, AaBTOMATH3MPOBAHHBIX pabOYMX MECT
nojb3oBareied nHpopMaunoHHbIX cucteM llIkombl, oGecrieunBaOT peaau3aluio CiIeIyIX Mep
1o:

pasrpaHMUYEHUI0 JOCTyna pabdOTHUKOB B momewieHus IlIkonbl B COOTBETCTBUM € HX
MOJTHOMOYHSIMH U JIOJDKHOCTHBIMH OOSI3aHHOCTSIMU;

KOHTPOJMPYEMOMY IpeObIBaHHUI0 NOCTOpOHHMX Jjul] B Illkone B momenieHus, B KOTOPBIX
BezieTcsi 00paboTka MH(OPMAIMK OTPAHUYECHHOTO JOCTYNA M pa3MeIIeHBbl anmapaTHble CPeiICTBa
UH(POPMALIMOHHOM CUCTEMBI;

OpTraHM3aINH PEKIUMa KOHTPOIUPYEMOT0 BHOCA/BBIHOCA CPEACTB 00paOOTKH HH(POPMAITHH.

[Tomemenuss Ilkonbl A0KHBI OBITH  OOOPYZOBaHBl JE€TEKTOPAaMHU OTHS U JAbIMA,
OTHETYIIUTENISIMH, CHUCTEMaMH KOHIMIIMOHUPOBAHUS BO3JyXa, CPEIACTBAMH OXPAaHHO-TIOKAPHOU
CUTHAJIM3ALIUY.

OcCHOBHOE cepBEpHOE U KOMMYTallMOHHOE 00opyaoBaHue IIIkoibl 10KHO OBITH 3alllUIIEHO
0T 1epeboeB B IoJayde 3JICKTPOIHEPrUd IMyTeM IMOAKIIOUEHHS K 3JIEKTPOCETH C MPUMEHEHHEM
UCTOYHUKOB OecriepeOOMHOr0 MUTAaHUS M PE3EpPBHOrO  Ju3eib-reHeparopa. McrouHuku
Oecriepe0OHHOr0 MUTAaHUST HEOOXOAUMO PETYJISIPHO TECTUPOBATh U MPOBEPSTH YINOJHOMOUYEHHBIM
pabotaukam L1IKOJIBI B COOTBETCTBUU C PEKOMEHIAIIUSMHE ITPOU3BOAUTEIS.

[TopTaTuBHBIE TEXHUYECKHE CpEICTBA HE JIOJDKHBI  OCTaBaThbCsd 3a  IMpejeiaMu
KOHTposupyeMoii 30Hb! L1Ikosb1 6€3 KOHTPOJISt CO CTOPOHBI padOTHUKOB LIIKOJIBI.

Be3onacHocTh Ha paGoyem MecTe

3ampemiaeTcss BECTH 3allMCh HAapoJieli B OTKPHITOM BHJIE Ha MAaTepPHAIbHBIX HOCHTEINS,
3a UCKJIIOUEHHEM CIIy4aeB, periaMeHTUPOBAHHBIX METO/I0B XPaHEHHUSI.

JIOKyMEHTBI M HOCHUTENN C WH(POpPMAaluell OTrpaHWYeHHOTO JOCTYHa IOJDKHBI yOHpaThCS
B oreuaTbiBaeMmble MecTa (ceidbl, mKadpl U T.aI.), HOpH YyXxoie ¢ pabodero Mecra.
Ha aBTomMaTusupoBanHom pabodyem mecte [lonb3oBarens pabodast ceccusi JoJkHa OBITH NpEpBaHa,
paGoumit cron 3abmokupoBaH. Bxoj monb3oBaTeliss B CHUCTEMY HE JOJDKEH BBIIOJHATHCS
ABTOMAaTHYECKH.

JlokyMeHTBI, cojepamue HWHGOpPMAlMI0 OrpaHMYEHHOTO JOCTYNa, JOJDKHBI — cpasy
M3bIMATHCS U3 TMEYATAIOMUX YCTPOUCTB. Y THIM3AIMs KOH(DUICHIMAIBHBIX JOKyMeHTOB B [lIkome
OCYILECTBIISICTCSI B COOTBETCTBUM C JEHCTBYIOIIMMH TpeOOBaHUAMU M mpaBuiaamu. Ilpu
UCIIOJIb30BAaHUN MOOWJIBHBIX TEXHHUYECKHX CpEICTB HEOOXOIMMO COOMIOAaTh JOMOJHUTEIbHbIE
MepHbI 110 perjJaMeHTallM U KOHTPOJIIO MCIOJIb30BaHUS B MH(POPMALMOHHONW CUCTEME MOOMIIBHBIX
TEXHUYECKUX CPEJICTB.

Haxoxnenue mnpeacraBuTeneil IOpUAMYECKUX JHMII B pPaMKaX HWCIOJIHEHUS JIOTOBOPHBIX
00s3aTeNbCTB B IOMEMICHUSX B KOTOPBIX Belercss o0paboTka HHpOpMAIMU OrpaHUYEHHOIO
J0CTyna MH(MOPMAITMOHHOW CUCTEMBI, BO3MOXHO TOJIbKO B COMPOBOXJAEHUH paboTHuKa IlIkoubl
JIOTIYIIIEHHOTO 10 00pa0OTKHU Takoi HH(OPMALINK.

Pa3Memienne TEXHHMUECKHMX CpEACTB BbIBOJa HMHpoOpManuu B nomemieHusx IIkosnsl
NPOM3BOJIUTCS C YYETOM HCKJIFOUEHHUS BO3MOXKHOCTH BHU3YaJIbHOTO IPOCMOTpa WHGOpMAIUU
MOCTOPOHHUMH JIMIIaMU M paOOTHUKAaMU, HE JIOMYIIEHHBIM K paboTe ¢ JaHHOM HH(OpMaIHeH.

TexHUYecKkne CpeACTBa MOJDKHBI Pa3MemIaTbCss M XPAHUTBCS TAaKUM 00pa3oM, UYTOOBI
COKpATHTh BO3MOXKHBIN PUCK MOBPEKACHUS M YTPO3bl HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

Texnuueckoe 00cayKUBaHHE 000PY10BAHMS

Texuuueckue cpeactBa LLKoabl AOKHBI MPOXOAWTh HA PETYJISIPHOW OCHOBE CEPBHUCHOE
00cTyXKMBaHUE B COOTBETCTBHH C PEKOMEHIAIIUSMH MPOU3BOAUTENEH 000py10BaHUS.

PemoHT u cepBucHoe oOcCITy)XHBaHHE OOOpPYIOBAHUS JIOJKHBI BBIMONHATECS TOJBKO
KB (UIIUPOBAHHBIMU CTIEIHATACTAMH.
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TexHuueckoe oOCTyXHBaHHE OOOPYIOBaHMS CTOPOHHMMH OPIaHU3ALUSAMH HE JOJDKHO
IPUBOINUTH K PUCKY HAapYIICHUS KOHPHUICHIIMATHHOCTH 3aLIUIAeMON HH(POpMAIIH.

B3aumopeiicTBHe ¢ TPeTHbUMM JIUIAMU

B memsix obecnedenus wHpopMmanmoHHoi Oe3zomacHoctu Illkoma mpu B3auMopaelcTBUU
C TPETBUMHU JINLIAMU JOJDKHO BBIIIOJIHATH CIIEIYIOIINE MEPOIIPUATHS 110!

3aKJIFOYCHHUIO COTJIALICHUST O HepasrjalleHu WH(GOpMAalUKd OrPaHUYEHHOTO JOCTYyIa
IOJIy4EHHOM B XOIe UCIIOJIHEHUS I0TOBOPHBIX 00513aTENIbCTB,;

OCYILIECTBJICHUIO KOHTPOJS 3a JAECUCTBUAMU IPEACTABUTEIEH KOHTPAareHTOB B IIpEesiax
KOHTpoJupyemoil 30HbI LIIKobI.

YnpasieHue ;KU3HEHHBIM LIMKJIOM HHPOPMALHMOHHBIX CHCTEM

Meponpustus B mpolecce XKU3HEHHOIo IUKIa UH(GOpMAMOHHbIX cucTeM LIIKoibl AOKHBI
OBITH HaIlpaBlieHBl Ha OOecIieueHue 3aluThl MH(GOPMAIMK TIPU BBOJIE B ACUCTBHUE, IKCIUTyaTaIHH,
COIPOBOKACHUH U MOAEPHU3ALMH, BEIBOJIA U3 DKCIUTYaTaLUH.

OcHoBaHMeM mpu pa3paboTKe HHPOPMALMOHHBIX CHUCTEM JOJDKHBI SIBISTHCS PEIICHHS
IOPUHATBIE Ha cTaauu (QOopMHUpOBaHUS TpeOOBaHUM, conepkaliue TpeOOBaHUS B TOM YHUCIIE
[0 CHCTEME 3aIIUTHl HHPOPMALIUH.

JIro6oe miaaHupyemMoe K BHEIPEHUIO U3MEHEHHE NH(POPMALIMOHHONW CUCTEMBI IPEABAPUTEIBHO
JOJDKHO ~ OBITh ~ IPOAHAJIM3MPOBAHO HA  COBMECTUMOCTb M OTCYTCTBHE  HapyLICHUH
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEJICTB 3aILUThHI HHPOPMALIUH.

PaboTel mo MonepHM3anuu HHOOPMAIIMOHHONW CHCTEMBI, B TOM YHCJIE IO YCTAaHOBKE
IPOTrpaMMHOr0 obecriedeHus: 1 OOHOBJIEHUH, T0JKHBI IPOBOJUTHCS B HEpaboyee BpeMsl U BpeMs
HavMMeEHbIIEeH pabouel Harpy3Ku.

[Ipu BbIBOJE M3 HKCIUTyaTalluM MH(OPMAIMOHHBIX CHCTEM JIOJDKHO OOecreynBaThes
rapaHTHPOBAaHHOE ynajeHue oOpadaThIBaeMON W XpaHUMOW B HUX MH(POPMAITUH C HCIIOJIb30BaHHEM
CPEACTB IapaHTUPOBAHHOI'O YHHYTOXKEHUS MH(DOpPMAIUHM WIN IyTeM (U3UUYECKOr0 YHUUYTOXKECHUS
HocuTenei nHdpopMarum.

Bce mpouenypsl oOecnieueHust 3amuThl  MHGpopMmanuM, ycTaHoBieHHble B - lllkoze
B OTHOWIIEHHMH WH(POPMAIMOHHBIX CHCTEM, JIOJDKHBI BBIOJHATHCA M KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMHU JIMLIAaMH 32 OPraHU3alKI0 paboT MO 3auTe UH(HOPMALIHH.

KonTpoJs nocTyna k ”H(pOpManmOHHBIM CHCTEMaM

Bce pabornuku Illkomsl, nomymeHHble K paboTe ¢ MHGOPMALMOHHBIMU CUCTEMaMH HECYT
NEPCOHAIbHYI0 OTBETCTBEHHOCTh 3@ HApyUIEHHs YCTaHOBJIEHHOTO TOpsiika 00paboTKH
UHpOpMaLIUH.

YpoBeHb MONHOMOYMHM TONB30BaTeNsl B HMHPOpManuoHHOM cucreme Ilkonbsl gomKeH
OTIPENIeNATHCS B COOTBETCTBHUHU C €T0 JOKHOCTHBIMU O0SI3aHHOCTSIMH.

Joctyn nonb3oBareneil k nHGopMannoHHBIM crcTeMaM IIIKoJbl 10KEeH KOHTPOJIUPOBATHCS
aJIMUHUCTPATOPOM MH(OPMAIIMOHHON CUCTEMBI.

Ocy1ecTBI€HNE PEryIsIpHOIO KOHTPOJIS BBIIOJHEHHS] OpraHU3allMOHHO-PACIOPSIUTENbHBIX
JIOKYMEHTOB, KacCaloIIMXCs perylaMeHTaluu JoIycka paboTHUKOB LlIkonbl Kk MHGOpPMALMOHHBIM
CUCTEMAaM.

Hnentudpuxanusd v ayreHTuGuKanus

Hoctyn monp3oBareneil K WH(OOPMAIMOHHBIM CHUCTEMaM JOJDKEH MPEJOCTABISITHCS TOJIBKO
10CJI€ YCIIEHIHOTO 3aBepIUICHUs NACHTHU(PHUKAINN, AyTeHTU(DUKALIUH.

[TonyueHue moab30BaTeieM HUMEHM B HMHPOPMAIMOHHOM cucTeMe M Mapojisi, KOTOpble
00ecreynBaroT JOCTYI K HH(GOPMAIIMOHHON CUCTEME, JOJKHO OCYILECTBIISATHCS MO MPEACTABICHUIO
PYKOBOIUTENS CTPYKTYPHOTO TIOpa3AeeHUsI.

YnpasJieHue 10CTYIIOM

B Ilkone AOMKHO OCYHIECTBIATHCSA YIpaBJIEHHWE JOCTYNOM K HMH(GOPMAIMOHHON cHCTeMe
MOCPEJCTBOM peau3alil HEOOXOJUMBIX METOAOB, THUIOB M MPaBWI pPa3TpaHUYEHUs JOCTyIa
nosib30oBatesiM uHpopmaruonHo cuctembl [lIkomel. B Tom uwmcnme obecrieueH 3amuiieHHBIN
yJAJEHHBIA JOCTYNl CyOBEKTOB JOCTYNa K OOBEKTaM JOCTyNa 4epe3 BHEUIHHE WH(POPMAlMOHHO-
TEJIeKOMMYHUKAIIMOHHBIE CETH.
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be3onacHocTs npu padoTe ¢ HOCUTEJIAMU HH(OPMAITUU

PaGotHuku IIKombl TODKHBI HCIIONB30BaTh TOJIBKO YYTEHHBIE CHEMHbBIE MAIIMHHbIC
HOCUTENU WHGOpMalMU Ul BBIIOJHEHHUS CBOUX JOJDKHOCTHBIX oOOsi3aHHOCTEH. Mcnomb3oBaHue
CHhEMHBIX MALIMHHBIX HOCHTENeH nHpopmanuu B LIIkoie B MHBIX IENSX CTPOTO 3aIpPEIICHO.

CpemHble MalIMHHBIE HOCUTEIU UH()OPMAIMK JOJKHBI XpaHUTCS B ONl€YaThIBAEMBIX IIKadax,
B IIOMEIIEHUSAX B KOTOPBIX MPEIYyCMOTpeHa 00paboTKa HHPOPMAIIUN OTPAaHUYSHHOTO JTOCTYTIA.

B cnyuae kpaxku wiu nNoTepu ChbeMHOTO MAIIMHHOIO HOCUTENS MH(OpPMAIMHU, a TAKXKe MHBIX
MHIMJICHTOB, KOTOPhIE MOTYT IMPHUBECTH K HAPYIICHUIO CBOWCTB HH(POPMALUU OTPAaHUYECHHOTO
J0CTyTa, JOJDKHBI IPOBOJAUTHCA MEPOIIPHUATHS 110 PACCIEIOBAaHUIO TAKUX HHIUICHTOB.

[Tpu BBIBOAE M3 AKCIUTyaTallMM ChEMHOTO MAIIMHHOTO HOCHUTENS WH(POpPMAllUH, BCE TaHHBIE,
XpaHsIIMeCcs: Ha HEM, JOJDKHBI ObITh yJalleHbl OIpENeIeHHOW KOMHUCCHEH M3 uucia pabOTHUKOB,
CPEICTBOM rapaHTHPOBAHHOTO YHUUYTOXKECHUS HHPOPMALIUH.

@dakT yHUYTOXXEHUS HH(POpPMALMM HA CHEMHOM MAIIMHHOM HOCHUTeNle HH(OopManuu
¢ukcupyercs B akre 00 YHHYTO)KEHHHM HUHPOPMALUU CO CHEMHOTO MAIIMHHOTO HOCHUTEIS
uHpopmanuu.

Perucrpanus co0bITHI

B  Illxkonme  1omKHA  OCYILECTBIIATBCS ~ PErUCTpallMM  COOBITMM  Oe30macHOCTH
Ha BCEX KOMIIOHEHTaXx uWH(pOpManMOHHBIX cucTteM IlIKonbl, B KOTOpBIX 0oOpabarbIBaeTcs
3anuiaeMas HHpopmarus.

AHTHBHPYCHAs 3a1IUTA

B nensx oOHapyxeHMsT W YCTpaHEHMsS BpPEIOHOCHBIX mporpamMMm B IlIkone MOMKHBI
MCII0JIb30BAThCS CPEJCTBA AHTUBUPYCHOM 3alllUThl HH(OPMALIUH.

OO0s3aTeIbHOMY KOHTPOJIKO CpEACTBOM AaHTHUBUPYCHOM 3aluThl HH(DOpPMAIUHM J10JDKHA
nojuiexarb Jr00as wuHpopMmanus (TEKCTOBbIe (ainpl 0O0BIX ¢dopmaroB, (aiiabsl TaHHBIX,
UCMONHAEeMble (aiiibl), ModydyaemMas W IepelaBaeMas I10 JIOKaJbHOW BBIYUCIMTENBHON ceTu
B TOM 4YHCJ€ U CETAM OOILEro Mojib30BaHUs, a Takxke MH(pOpMalus, XpaHUMas Ha ChEMHBIX
MAaIMHHBIX HOCUTEJIAX UH(OPMALIHH.

[Ipu ycraHoBKE HPOrpaMMHOr0 OOecleueHus WIM €ro OOHOBJIEHHS Ha CEBEpPHOE
o0opyOBaHUE JIOJDKHA ABTOMATHUYECKH BBINOJHATHCS Ipe/IBapUTEeNIbHAs IPOBEpKa JaHHOTO
IIPOrpaMMHOTr0 00ecreYeHHs Ha OTCYTCTBHE BPEJOHOCHOTO MPOrPaMMHOI0 00ECIIeUEHNS.

OOHoBeHue 0a3 CUTHATyp Ui CPEACTBa AHTMBMPYCHOW 3allMThl MH(OPMALMU JIOJKHBI
OOHOBJIATHCS €KEAHEBHO.

[Tosp30Barenn oe3 IpaB aAMHUHHCTpaTOpa UH(POPMALIMOHHON CUCTEMBI
[IIkonbl HE JOKHBI UMETh BO3MOKHOCTH IOJIyYE€HHUS JOCTYINa K KOHQUIypaluu aHTHBUPYCHOTO
CPEJCTBA 3AIIMTHI WU €70 OTKIIOYCHMUS.

KoHTpoJib 3a11MIIIeHHOCTH NEePCOHAIBLHBIX TAHHBIX

B mensx uckitoyeHMs SKCIUTyaTallMd YsA3BMMOCTEH MPOTrpaMMHOI0 00ECHedeHUs! JOJDKHBI
IPOBOAMTCS pabOThl 1O BBISBICHUIO, AaHAIM3y YsA3BUMOCTEH WH(GOPMALMOHHONW CHUCTEMBbI
U OINEpaTHUBHOE YCTPAHEHHWE BHOBb BBIABICHHBIX YsA3BUMOCTeH. B TOM uMcne opraHuzanus
KOHTpPOJISI YCTAaHOBKHM OOHOBIJIEHHS NPOrpaMMHOro oOecnedyeHHs BKIIOYas CPEACTB 3allUThl
UHpOpMaLnH.

Hcnosb30BaHue NPOrpaMMHOIO 0obecneyeHus

BeiOop mnporpammHoro obecriedeHuss Ui MPOU3BOACTBEHHbIX HYyXJ IlIkonmel pomkeH
MIPOU3BOJIUTHCS B NMPHOPUTETE K OTEUECTBEHHOMY, BHECEHHOTO B ENUHBIN peecTp pocCHMCKHUX
OporpaMM Ui SJIEKTPOHHBIX BBIYMCIMTENBHBIX MallMH M 0a3 JaHHBIX. B cioywyae oTcyrcTBus
aHasiora B EnMHOM peecTpe pOCCHMCKHX MpOrpamMM JUIsl 3J€KTPOHHBIX BBIYMCIUTENBHBIX MAIIUH
u 0a3 JaHHBIX JIOMYCKAaeTCs HCMOJNb30BaTh MIPOTPAMMHOIO  00ECHedYeHHue HMMIIOPTHOTO
IIPOU3BO/ICTBA.

Hcnosb3oBanue cpeacTs Kpunrorpaguyeckoi 3aiuThbl HHpopMmanuu

Obecneuenue 3amuThl HHGOPMALIMM OTPAHUUYEHHOTO JJOCTYINA OT PAacKphITUs, MOIU(DUKALIUN
U HaBs3bIBaHUA (BBOJA JIOKHOW HMH(poOpManMM) NHpu ee mnepernade (MOATOTOBKE K Iepenaye)
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M0 KaHalaM CBS3M, HMEIOLIUM BBIXOJ| 3a MpeAeNbl KOHTPOJIHWPYEMOH 30HBI oOecredrnBaeTcs
NPUMEHEHHEM CPEICTB KPUITOrpaduyeckoit 3amuThl HHPOPMALIUH.

[Ipuobperenue  cpencts  kpunrorpapuueckoid  3amutel  uH@opMmanmu  [komis
OCYILIECTBIISICTCSI HA OCHOBAaHHH JOTOBOPOB M KOHTPAKTOB C JIMIIAMU MMEIOUIMMH JECHCTBYIOUIYIO
munensuto OCb Poccunm Ha ocymiecTBieHUE AEATEILHOCTH MO pa3paboTke, MPOU3BOJICTBY,
pacmipocTpaHeHUIO MU(POBATBHBIX (KPUNTOTPAPUIECKUX) CPEACTB, MHPOPMAIMOHHBIX CHCTEM
U TEJIEKOMMYHHMKAI[MOHHBIX CHCTEM, 3alUIICHHBIX C HCIOJIb30BAHUEM MU(GPOBATHHBIX
(kpunTorpadMUecKux) CPeACTB, BHIIOIHEHUIO padOT, OKa3aHHIO YCIYT B OOJIACTH IIU(POBAHHS
nH(popMaIy, TEXHHYECKOMY OOCITYy)KMBAaHUIO MHU(POBATBHBIX (KpUNTOTpauUecKuX) CpEACTB,
UH(POPMALIMOHHBIX CHUCTEM M TEJICKOMMYHHUKALMOHHBIX CHUCTEM, 3aIIMIICHHBIX C MCIIOJIb30BAaHUEM
MUGPOBATHHBIX (KpUNTOTPaPUIECKUX) CPEACTB (32 MCKIIOYCHHEM Ciydas, €ClId TEXHHYECKOE
oOciy)xuBanue MHUQPPOBATBHBIX (KpUNITOrpahUUecKUx) CpeAcTB, HH(DOPMAIIMOHHBIX CHUCTEM
U TEJIEKOMMYHHMKAIMOHHBIX CHCTEM, 3allUIICHHBIX C HCIOJb30BAHUEM IIU(POBAIBHBIX
(kpunTorpaM4ecKux) CpEICTB, OCYIIECTBISETCS [Uid oOOecredeHusi COOCTBEHHBIX HYXKI
IOPUAMYECKOTO JIMIA WK WHAUBUAYAIBHOTO IPEIIPUHUMATEIS).

[Topransable pemenus IIIKombl ¢ BO3MOXHOCTBIO JOCTYHa C CETel OOMIEro MOJIb30BAHUS
JOJKHBI B TPUOPUTETE pa3padaThiBaTbCi C OpraHu3alved 3allMIIEHHOr0 KaHaja MOCPEICTBOM
nportokoiia TLS ¢ mognepxkoit anropurmoB 'OCT 34.10.

Hcnonb3oBanue 31eKTPOHHOM MOYTHI

DJeKTpOHHasl IMoYTa JOJDKHA HCIosib3oBaThest B Lllkome ¢ menpro opraHu3anuu oOMeHa
JJIEKTPOHHBIMU  COOOIIEHUSIMU  MEXKIy paOOTHHKaMH U CyOBbeKTaMu HMHQPOPMAIMOHHOM
0€30MacHOCTH.

[Tpu ucnonb30BaHUU ANEKTPOHHON MOYTHI 3aMpeIiaeTcs:

oOMeH nHpopMaIHe Iuis CITy>)KeOHOTO TOJIb30BaHus, a TaKkKe HH(POpMAIHel OrpaHUIEHHOTO
JOCTYTIA,

IPEOCTaBIIEHUE JOCTYIA K JIEKTPOHHOM MOYTE C MCIOJIh30BAHNEM JAHHBIX CBOCH Y4eTHOU
3aMKCy TPETHUM JIULIAM;

myOJIMKAIUsl CBOETO CIIY)KEOHOTO aapeca 3JIEKTPOHHOM IMOYTHI B 3JEKTPOHHBIX KaTallorax,
Ha TOWCKOBBIX MalIMHAX M JPYrUX pecypcax ceTu WHTepHeT B LeNsIX, HE CBS3aHHBIX C
UCTIOJTHEHUEM CBOMX JIOJDKHOCTHBIX 00s3aHHOCTEH;

HOJMKCKA MO JIEKTPOHHON MOYTE Ha pa3IMyHbIe PEKIaMHbIe MaTepHabl, JUCThI PACCHUIKH,
DIIEKTPOHHBIE JKYpHAJIBI W T.A., HE CBS3aHHBIC C BBIMOJHEHHEM IOJB30BATEIEM JOKHOCTHBIX
00s13aHHOCTEH;

OTKpBITHE (3aIlyCK Ha BBINOJHEHWE) (aNIOB, MONYYEHHBIX IO DSJEKTPOHHOM mouTe
WIin u3 pecypcoB ceru HMHrepHer, 0e3 mpeABapUTENbHONW TPOBEPKHM HUX aHTUBUPYCHBIM
IIPOrpaMMHBIM 00€CTIeYeHUEM.

Pabora B ceTsix 001ero noJib30BaHus

[lkona ocraBusieT 3a coOOW MpaBo OJIOKWPOBATH WM OIPAaHUYMBATH JOCTYH paOOTHUKAM K
CeTsSM CBSI3U OOILEro MoJIb30BaHUs, B TOM yuciie ceTd MHTepHeT, collepKaHhe KOTOPhIX HE UMEET
OTHOIIEHHSI K UCTIOJIHEHHIO JOJDKHOCTHBIX 00SI3aHHOCTEH, a Takke K MH()OPMAIIMOHHBIM pecypcam,
COJepKaHWE M HANpaBIEHHOCTh KOTOPBIX 3allpelIeHbl 3aKOHOJATENIbCTBOM Poccuiickoit
denepanuu.

[Tpu ucnonb3oBanum cety MHTEpHET 3anpenieHo:

WCITOJIB30BaTh IpeaocTaBieHHbIN [1Ikomoi noctyn B ceTb IHTEpHET B JINUHBIX LETAX;

UCIIOJIb30BaTh HECAHKIIMOHUPOBAHHbBIE MPOrPaMMHBIE U TPOrpaMMHO-aINapaTHBIE CPEJICTBa,
MIO3BOJISIONINE TTOYYUTh HECAaHKITMOHUPOBAHHBIHN TOCTYT K ceTn HTEpHeT;

nyOJIMKOBaTh, 3arpykaThb M pPAcCIpOCTPaHATh MaTepUallbl COJEpKalllie HeIO0CTOBEPHYIO
uHpopmarnuto o Illkosne, a Takxke danscuduiponaTs cBoii [P-anpec.

Pe3epBHOE KONUpPOBaHME U BOCCTAHOBJIEHHE TAHHBIX

OcymiecTBiIeHHE Pe3epPBHOTO KOMMPOBAHUS JOIDKHO OCYIIECTBIISTHCS JTSL:

uHpopmanuu oOpabaTeiBaeMoii Ha (aiiJloBOM cepBepe M cepBepe INPHIOKEHU,
MH(OPMALIMOHHON CUCTEMBI,
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pabounx MECT aIMHHUCTPATOPOB HH(POPMAITMOHHON CUCTEMBI.

YacToTa W pEXHUM pPE3EPBHOTO KOMHMPOBAHUS YCTAHABIMBAIOTCS TAaKUM 0O0pa3oM, 4YTOOBI
o0ecrneynTh MUHUMAJIbHYIO TIOTEPIO JAHHBIX M OIIEpaTUBHOE BOCCTAHOBIICHUE.

Hactpoiika pe3epBHOTO KOMMPOBAHUS M BOCCTAaHOBJICHUS PECYpPCOB HH(POPMALMOHHBIX
cucreM 11IKkosbl JOIKHBI IPOBOJUTH YIIOJIHOMOYEHHBIE paOOTHUKY [1IKOmBI.

PezepBHOE  KOMUpOBaHHME JIOJDKHO  OCYIIECTBIATBCS B~ ABTOMAaTHYECKOM  PEKUME
C INPUMEHEHHEM OTEYECTBEHHOI'O CIELUAIN3UPOBAHHOIO CPEACTBA PE3EPBHOTO KONUPOBAHUS
C JEHCTBYIOUIMM CEpTU(UKATOM COOTBETCTBUS IO TpeOOBaHUSM O€30MacHOCTH HH(POPMALUU
OCTOK Poccun.

6 OCHOBHBIE TPEBOBAHUS K IPONECCAM YIIPABJIEHU A
NHO®OPMAIIMOHHOMU BE3OITACHOCTbBIO

MounTopuHT HHPOPMALMOHHO 6€30I1aCHOCTH

Ha noctossHHON OCHOBE JOJIKEH MPOBOJMTHCS KOMIUIEKCHBIM aHaiau3 (yHKIMOHMPOBAHUS
uHPOpPMaLMOHHOM cucTeMbl LIIKOIbI 1 BOZHUKAIOMIUX COOBITUN MHPOPMAITMOHHON O€30MaCHOCTH.

[Tporiecc MoHUTOpHHra cucTeMbl oOecrieueHUs MH()OPMAMOHHONW O€30MacCHOCTH JI0JIKEH
BKJIIOYAaTh B c€0si KOHTPOJb OPraHM3alMOHHBIX M TEXHUYECKUX Mep MO 3aluTe HH(OpMAIHH,
aHaJIu3 napaMeTpoB KOHPUIypaluy U HACTPOMKH CPEJCTB 3alUThl HH(POPMAIUH.

IIpn nmpoBeneHUN KOHTPOJBHBIX MEPOINPUATHM, CBA3AHHBIX C OLEHKOW peanu3aluu Mep
no 3ammre uHpopMmanuu B Illkosie, ymonHOMOYEHHBIE PAaOOTHUKHU JIOJDKHBI MPUICPKHUBATHCS
CJIEYIOIIUX IPUHIUIIOB!

HE HapylaTh QyHKIHOHUPOBaHUE JesTeabHocTH LIKombr,

JeICTBOBATh B COOTBETCTBUU C YTBEPXKJIEHHBIMU OPIraHU3alMOHHO-PACHOPSAUTEIbHBIMU
nokymentamu IlIkossl o 3amure nHGOpManuy;,

HE CKpBIBATh (haKThI BBIABICHHBIX COOBITHI HH(OPMAIIMOHHON O€3011acHOCTH;

0(OPMIIATH OTUETHI, TOATBEPKAAIOLIME BBINOJIHEHUE MEPOIIPUATHI 10 3a1uTe HHPOPMALIUU.

Wudpopmanus, 1moiyueHHas B XOA€ MPOBEACHUS KOHTPOJUPYIOUIUX MEpPONPUATUI
0 JEUCTBUSX, COOBITUSAX M MapaMeTpax, UMEIOIUX OTHOLICHHE K pealu3allid Mep IO 3aliuTe
uH(poOpMaLny, TOJKHA KOHCOJUAMPOBATHCS M XPAHUTHCA B MECTaxX, UCKIIOYAIOIIUX IOJIY4YEHUE
K HEll HECAaHKIIMOHUPOBAHHOI'O JOCTYTIA.

MOHHUTOPHUHT JaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSX MH(POPMALMOHHOW 0€30macHOCTH
JIOJKEH TPOBOJUTHCS, TI0 BO3MOXKHOCTH, C MCIIOJIb30BAaHUEM CHUCTEMBI MOHUTOPHHIA MHIIMJIEHTOB
MH(OPMaLlMOHHON 0€30IacHOCTH WJIM BCTPOEHHBIX MEXaHHU3MOB HACTPONKHM M ayAduTa COOBITUIN
B INPOTPaMMHBIX U NPOrpPaMMHO-aMIMapaTHBIX CPEICTBaX, MCIOJIb3YEMbIX B HH(OPMAIMOHHON
uH¢pactpykrype LlIkonsl.

YnpasJieHue pucKamMu

Omnpenenenne BHYTPEHHUX TpeOOBaHMM MO 3aluTe MHGOPMAIUH, JTOJKHBI OCHOBBIBATHCS
Ha pe3yibTaTax IPOBEACHMS aHalIKW3a PHCKOB HAapyLIEHHs OCHOBHBIX CBOMCTB 0€30MacHOCTH
JUTst “”HQOpMaIMOHHBIX pecypcoB I1Ikonbl.

OCHOBOI1 OLIEHKH PUCKOB JOJKHA OBITH OLIEHKA YCIOBUH U (PAKTOPOB, KOTOPHIE MOTYT CTaTh
MPUYMHON HapYyILIEHUs LIETOCTHOCTH, KOH(PHUACHINATBHOCTHU U IOCTYITHOCTHU JUIsl HH(OPMAaLlMOHHBIX
pecypcos LLkoumbl.

PesynbTaTom mpoBeneHus aHaiM3a PUCKOB JOJDKEH OBITH pa3pabOTaHHBIM KOMIUIEKC Mep,
HAIpaBJICHHBIX Ha CHWKEHUE BO3MOYKHOIO HETaTMBHOI'O BIIMSHHUS HA OCHOBHYIO JESTEIBHOCTH
[Ikomb! pH peanu3aliy TOH WIK HHOW yrpo3bl 0e30MacHOCTH MH(OpMAaLUK U 00eCTIeYHBaIOIINX B
JaNbHEeHIIeM TOCTaTOYHbIN YPOBEHb 3aLIUIIEHHOCTH HHPOPMALMOHHBIX crcTeM LIIKobl.

Ynpasienue HHUHMIeHTaMH HHGOPMALMOHHOI 6€30acCHOCTH

st obecniedenrst 3pPEeKTUBHOTO pa3pelieH s HHIMIEHTOB HHPOPMALMOHHOM 0€301MacHOCTH
B Illkosie, MUHMMU3ALIUK TTOTEPh U YMEHBIICHHUS] pUCKa BO3HUKHOBEHUS! MOBTOPHBIX MHIMICHTOB
JIOJDKHO OCYILECTBIIATHCS YIPaBIeHUE MHIMASCHTaMU HH(OPMAIIMOHHON 6€30acHOCTH.

Jns ynpaBiieHuss MHUMIAEHTaMH HH()OpPMAIMOHHOM Oe30macHOCTH JOJKHAa OBbITh CO3/aHa
ciry>k0a MOHMTOPUHTA M PearipoBaHUsl HA MHIUAECHTH MH(POPMAIIMOHHONW 0€30MaCHOCTH, KOTOpast
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MIOCPEACTBOM KOMIUIEKCA CPEICTB M MEpPONPHATHH [uid cOopa M KOHCONMAALMH HWH(POPMAIHN
00 MHUUACHTaX peIIaeT NaHHYIO 3a7ady. B OTHOIIEHMM Ka)XIOTro MpPOHM3OLISNNIEr0 HHIUICHTA
pabOTHUKAMU M3 CIIy)KObI MOHHUTOPMHTAa W DPEAarupoBaHUS HAa HMHIUACHTH HH(POPMAIMOHHOM
0€30I1aCHOCTH JIOJDKEH BBIMIOIHATHCS €0 aHalu3, U pa3padboTka 3(h(HEeKTUBHBIX MEp pearupoBaHUs
Ha JTAHHBIN HHIU/ICHT.

AyauT cucTeMbl obecneyeHUus HHPOPMAILMOHHOI 6e30acCHOCTH

B nensx oueHku Tekymiero ypoBHs HH(popMarmonHoi 6e3onacHocTH LlIkoel Ha peryasipHOi
OCHOBE JJOJDKEH MPOBOAMUTHCS ayAUT HHPOPMALMOHHOM 6€30MaCHOCTH.

BHyTpeHHre ayauThl OJDKHBI BBINOJMHATHCS paborHukamu Ilkomer. B ymeno 3amay,
pelaeMbIX IpU NPOBEICHNH BHYTPEHHUX ayIUTOB HH(POPMAIIMOHHOHN 0€3011acHOCTH, BXOIAT:

cOOp M aHaIM3 HMCXOAHBIX JAaHHBIX 00 OPraHM3alMOHHON M ()YHKIMOHAIBHOH CTPYKType
UH(POPMALIMOHHBIX CHCTEM, HEOOXOAUMBIX JIJIsl OLIEHKH COCTOSIHUSI CUCTEMBI 3aIlIUThI HH(POPMAIINY,

aHaJIM3 YTBEPXKICHHBIX OPraHU3AIMOHHO-PACTIOPAIUTENBHBIX JOKYMEHTOB IO 3allUTe
uHpOpPMALIUK HA TIPEAMET UX MOJTHOTH U 3()(HEKTUBHOCTH, a Takke (POPMUPOBAHHE PEKOMEHIALINI
0 MX 10pabOTKe WM Pa3pabOTKN HOBBIX;

o0ocHOBaHME (PUHAHCOBOM S(PPEKTHUBHOCTH BHOBH IPHOOPETAEMBIX CPEICTB 3aAIIUTHI
uHpopmanuu;

NpOBEpKa MPaBWIBHOCTH BbIOOpA W HACTPOWKH CPENCTB 3alIUThl  MH(POpMAaLUH,
(dopMupoBaHUE MPEUIOKEHNUHN 110 HCIIOIb30BAHHIO UMEIOLIUXCSI CPEACTB 3AIUTH HHYOPMALIUH IS
MOBBIIIICHUS YPOBHS HAJEKHOCTH M 0€301MacHOCTH HH(OPMAIIMOHHBIX cucTteM LLIkoisr;

aHaJ M3 OTYETOB IO MPOM3OILICAIINM HHIMACHTAM HH(POPMAMOHHON 0e30macHoCTH
Y TIPUHSTHIM MEpaM 10 UX Pa3pelIeHuIo.

IoBbIlIeHNE OCBEIOMJIEHHOCTH PAGOTHHKOB

B pamkax opraHuzanuM KOMIUIEKCHOTO MPOTHBOACWUCTBUS Yrpo3aM 0e30MacHOCTH
uHpOpMaMK, HCXOAAMUM OT paborHukoB LlIKoibl JODKHA TOCTOSHHO — TOBBINIATHCS
UX OCBEJOMJICHHOCTD B O0JIACTH 3aIIUTH HH()OPMAIIHH.

[ToBeieHue ocBegoMIIEHHOCTH paboTHUKOB L1IKOJIBI OCyIIEeCTBIseTCS !

1o cyniectByromuM B [1Ikone opraHu3annoHHO-pacTIOPIIUTEILHBIM TOKYMEHTAM;

1o npumeHsieMbiM B [1Ikoie Mepam 3amuTsl HHGOPMAIIH;

110 IPaBUIIBHOMY HCIIOJI30BaHUIO CPEJICTB 3alIUTHI HHPOPMAIINH.

7  3AK/IIOYEHHUE

[Ipu u3MeHeHHMM AeHcTBYIOLIEro 3akoHonaTenbcTBa Poccuiickoit ®denepanuu B oOsactu
3alMUThl  MH(OpMaIUKM, a TaKkKe OPraHW3alMOHHO-PACTIOPAIUTEIbHBIX JOKYMEHTOB IlIkoibl
Hacrosimas [lonuTvka U M3MEHEHMS K HEl NPUMEHSAIOTCS B 4acTH, HE IPOTHBOpEYAIlC BHOBb
IIPUHATBIM 3aKOHOAATEIBHBIM U WHBIM HOPMATHBHBIM aKTaM, a TaK)K€ BHYTPEHHHUM JOKYMEHTaM
[TxombI.

Bce TpeboBaHus, YCTaHOBJIEHHBIE JEMCTBYIOIIMM 3aKOHOJATEIbCTBOM  Poccuiickoii
®denepanny, NOA3aKOHHBIMU AaKTaMU M JOTOBOPHBIMU OTHOLIEHUSAMH, a Takke mnoaxon IIIkosbr
K 00ECIEeYeHHI0 COOTBETCTBUS 3TUM TPEOOBaHMSM JOJKHBI ObITH SIBHBIM 00pa3oM OIpeJelieHbl,
JIOKYMEHTUPOBAHBI U MOJICPKUBATHCS B AKTYAJIbHOM COCTOSIHUH.

IlIxosoli B  NPUOPUTETHOM  HANPABICHUM  JIOJDKEH  pacCMaTpUBATBCS — IEPEXOL
Ha IPOrpaMMHOE OOeCreueHHue OTEUECTBEHHOIO NMPOU3BOAUTENS, BKIOYEHHOIO B €IMHBIM peecTp
POCCHIMCKHMX TPOTrpaMM ISt JIEKTPOHHBIX BBIYMCIUTENBHBIX MAIlMH M 0a3 AaHHBIX. B ToM uuncne
[0 YacTH CEpPBEPHOr0, KOMMYTAIIMOHHOTO OOOPYJOBaHMSI M MPOTrpaMMHO-aINapaTHBIX CPENICTB
BKJIFOYEHHBIX B EJUHBIN peecTp pOCCUICKON PagrO3IEKTPOHHON IPOIYKLIUH.

IlepecMoTp ¥ BHeceHME UW3MEHEHHMM B HacTtosmyro llomnTuky ocymecTBistoTCs
Ha NIEPUONYECKON U BHEIIJIAHOBOM OCHOBE.
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8 CIIMCOK UCIIOJIb30BAHHbBIX HCTOYHHUKOB

1 ®enepanbusblii 3akon ot 27.07.2006 Ne 149-03 «O6 unbpopmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTHSX U O 3aluTe UHPOPMAIIHI.

2  Oepepanbhblit 3ak0H OT 06.04.2011 Ne 63-D3 «O06 37€KTPOHHOM MOATHUCHY.

3 TIlocranosnenue IlIpaBurenbctBa Poccuiickoir ®enepanmm ot 16.04.2012 Ne 313
«O06 yrBepxaenun [lonoxkeHus: 0 TUIEH3UPOBAHUN JAEATEIBHOCTH 10 pa3paboTKe, IPOU3BOJICTBY,
pacnpocTpaHeHUIO MU(POBATBHBIX (KPUITOrpapUUecKUX) CpPeICcTB, HHPOPMAIIMOHHBIX CHCTEM
U TEICKOMMYHHMKALIMOHHBIX CHCTEM, 3allMIICHHBIX C HCIOJb30BaHUEM IIH(POBATBHBIX
(kpunTorpaUuecKux) CPEACTB, BHIIOJHEHHIO padOT, OKa3aHUIO YCIyTr B 00jacTH MMGPOBaHUS
uHPOpPMALIUK, TEXHUYECKOMY OOCITYXMBaHHMIO MIM(POBATIBHBIX (KpUNTOrpaUYecKUx) CpPEACTB,
MH(OPMALIMOHHBIX CHCTEM U TEJIEKOMMYHHUKAIIMOHHBIX CHCTEM, 3aIlUIICHHBIX C HUCIOJIb30BAaHUEM
mrpoBanIbHBIX (KpUNTOrpaguUuecKnx) CpeACTB (32 HMCKIIOYEHHEM CiIydasi, €ClIi TEeXHHYECKOe
obcnmy)xuBaHue IMHPPOBAIBHBIX (KpUNTOrpadUUECKUX) CpencTB, HWH(POPMAIMOHHBIX CHCTEM
U TEJICKOMMYHHUKALIMOHHBIX CHCTEM, 3allUIIEHHBIX C HWCIHOJb30BAHUEM MIU(PPOBATBHBIX
(kpuntorpadu4ecKnux) CpPEACTB, OCYIIECTBISETCS Il OOecledeHHs] COOCTBEHHBIX HYKI
IOPUINYECKOTO JIUIA WA MHANBUAYATEHOTO IPEIIPUHIMATEIIS).

4  Tlocranonenue IlpaBurennctBa Poccuiickori ®eneparuu ot 01.11.2012 Ne 1119
«O0 yrBepkaeHWH TpeOOBaHWMI K 3alIMTe TEPCOHAIBHBIX JMJAaHHBIX TpH HX 00paboTke
B MH(QOPMAIIMOHHBIX CUCTEMaX MePCOHATBHBIX JAHHBIX).

5 [Ipukaz @OAIICU ot 13.06.2001 Ne 152 «O6 yrBepxkaenun HWHCTpyKunun
00 opraHuzanuu U oOecrieueHur 0e30MacHOCTH XpaHEeHHs, 0OpaOdOTKHU U Iepenayd Mo KaHalaM
CBSI3W C HCIOJB30BAaHUEM CPEJICTB KPUNTOTpapuuecKor 3amuThl UHPOPMALMU C OTPAHUICHHBIM
JIOCTYTIOM, HE cofiepKalliell CBEACHHI, COCTABISIONIUX FOCYIapCTBEHHYIO TAHY».

6 IIpukaz @DCBb Poccum ot 09.02.2005 Ne 66 «O6 yrBepxkaenun Ilonoxenus
0 pa3zpaboTke, MPOU3BOJICTBE, PeATH3AIUH U SKCIUTyaTalluy IU(GPOBaIbHBIX (KPUNTOrpahUIECcKuX )
cpenct 3anutel nHPopMmauu ([Tomoxenne [TK3-2005)».

7 Ilpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «OO6 yTBep:kIeHHH TPeOOBaHHIA O 3aIUTEe
nH(pOpMalIMK, HE COCTABIISIONIECH TOCYIAapCTBEHHYIO TalHy, COJAEp)KAIEHCS B TOCYIapCTBEHHBIX
MH(QOPMAIMOHHBIX CHUCTEMAX).

8 IIpuxaz ®CTIK Poccum ot 18.02.2013 Ne 21 «O0 yTBEp:KISHUN COCTaBa U COJCPKAHUS
OpPTraHU3aIMOHHBIX W TEXHUYECKUX Mep MO OOECIeYeHHI0 OE30MaCHOCTH MEPCOHATBHBIX TaHHBIX
npu ux 00paboTke B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHATIBHBIX JAHHBIX).

9 IIpuxa3z ®Cb Poccun ot 10.07.2014 Ne 378 «O06 yrBepxkaenun CocraBa U COJCpKaHUS
OpPTraHU3aIMOHHBIX W TEXHUYECKUX Mep MO OOECIeYeHHI0 OE30MaCHOCTH MEPCOHATBHBIX TaHHBIX
npu X o0paboTke B MHGOPMAIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX C HCIOJIb30BAHHUEM
CpPeACTB  KpUNTOTpapUUecKol 3amuThl HHOOPMAIMH, HEOOXOIUMBIX JUIS  BBITIOJHEHUS
ycraHoBJieHHBIX [IpaButenbctBoM Poccuiickoit deneparuu TpeOoBaHMIA K 3alIUTE MEPCOHATBHBIX
JTAHHBIX
JUISL KaXJ10T0 U3 YPOBHEH 3aIIUIIIEHHOCTI .

10 TOCT P 51624-2000 «3amwura wuHGOpPMAIUK. ABTOMAaTU3UPOBAHHBIE CHUCTEMBI
B 3aIIMIIEHHOM HcnoidHeHnu. O0mue TpeGoBaHus .

11 TOCT P 51898-2002 «AcnekTsl 6e30macHOCTH. [IpaBuiia BKIIIOUEHHS B CTaHAPTHI».

12 TOCT P 50.1.056-2005 «Texumueckas 3amurta uHGopMarmu. OCHOBHBIE TEPMHHBI
U OTIPE/ICTICHUS.

13 TOCT P UCO/M3BK 27001-2006 «1HDOpMarioOHHAs TEXHOJIOTHS. METOJBI U CpeCcTBa
6e3omacHocTH. CUCTeMbI MEHeKMEHTa HH(pOopMamoHHoi 6e3onacHocTu. TpeboBaHU».

14 TOCT P 50922-2006 «3amuTa napopmaryn. OCHOBHbIE TEPMHUHBI U ONIPEICTICHUS.

15 TOCT P 51275-2006 «3amurta uHpopmanuu. OObekT uHopMaTH3anuu. PakTOpHI,
BO3JIelicTBYIOIMME Ha nHPopMarui. OOIIne MOI0KEHUS».

16 TOCT P UCO/MBK TO 13335-5-2006 «WupopmanmonHas TexHOJOTUS. MeToabl
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U cpeacTBa obecriedeHus 6e3omacHocTH. YacTh 5. PykoBOJICTBO MO MEHEHKMEHTY 0€30MacHOCTH
CETH.

17 TOCT P HCO/TO 13569-2007  «®DunaHCcOBbIE  ycinyru.  PekoMmeHmanuu
1o “H(pOPMAITMOHHOM 6€30TTaCHOCTIY.

18 T'OCT P UICO/M3K 27005-2010 «MudpopmannoHHas TexHOJIOrHs. MeToabl U cpecTBa
obecrieueHus 6e30MacHOCTH. MEeHEDKMEHT prcKa HH()OPMAIIMOHHON 0€30IacHOCTIY.

19 T'OCT P UCO/MBK 27004-2021 «MudbopmarimoHHas TEXHOJIOTHA. MeTOIbl U CpeCTBa
obecrieueHuss Oe3omacHOCTH. MeEHEIKMEHT HWH(POPMAIIMOHHON Oe30macHoCTH. MOHUTOPUHT,
OIICHKA 3allIMIICHHOCTH, aHAJIU3 U OLICHUBAHUEY.

20 T'OCT P 51897-2021 «MenemxMmeHT pucka. TepMUHBI 1 OTIPEACTICHUSY.

21 TOCT P 52069.0-2013 «3ammra wundopmanuu. Cucrema craHaaptoB. OCHOBHBIC
TIOJIOKCHHUSY.

22 Konnenuus MH(POPMALIMOHHOM 0e30macHOCTH HCIIOJIHUTEIIbHBIX OpraHoB
rocynapcrBeHHoi Biactu Cankr-IlerepOypra ot 20.02.2023.
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